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APPLICATION FORM FOR PROGRAM PROPOSAL 
 

A. Funding Request: This proposal will be sent to the MTCU for Approval for Funding.                

☒Yes 

☐No 

B. College Name: Fanshawe College  

C. College Contact(s): Person responsible for this proposal. 
 

Name: Tracy Gedies 
Title: Director, Centre for Academic Excellence 
Telephone: 519-452-4430 ext. 4733 
E-mail: tgedies@fanshawec.ca 

Name: Jim Edwards 
Title: Chair, School of Information Technology 
Telephone: 519-452-4430 ext. 4629 
E-mail: jwedwards@fanshawec.ca 

 

D. Proposed Program Title: Cyber Security 

E. Proposed Credential: Please select one (1).  

☐Local Board Approved Certificate  

☐Ontario College Certificate  

☐Ontario College Diploma  

☒Ontario College Advanced Diploma  

☐Ontario College Graduate Certificate  

F. Program Maps (Appendix A): Please complete and attach the two (2) Program Maps. 
Form 1- Vocational Program Learning Outcomes 
Form 2- Essential Employability Skills Outcomes 

G. Program Description (Appendix B): Please complete and attach the Program Description 
Form.  

H. Program Curriculum (Appendix C): Please complete and attach the Program Curriculum 
Form.  

I. Regulatory Status Form (Appendix D): Please complete and attach the Regulatory Status 
Form.  

J. Date of Submission to CVS:  November 13, 2015 

FOR CVS USE ONLY 

K. Date of CVS Response:  November 24, 2015 

L. CVS Validation Decision: 

☒Proposal Validated. APS Number: FANS 01327   
     Reason: Well-developed program; mapped to show similarities in the field for a lower credential.   

☐Proposal not Validated.  
     Reason:       

M. CVS Signature: Karen Belfer 
 

Send the completed form and required appendices to: belfer@ocqas.org. For detailed information on how to complete the 
Application Form for Program Proposal, please refer to the Instructions for Submission of Program Proposal document at 
www.ocqas.org. 

http://www.ocqas.org/
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INTRODUCTION  
 
The process established by the Credentials Validation Service (CVS) is designed to be a 
streamlined, seamless, effective, and efficient process that will allow colleges to submit and 
receive validation requests and decisions in a timely manner. The document with the 
instructions to complete this form (CVS Instructions for Submission of Program Proposal) is 
available to all colleges on the OCQAS website (www.ocqas.org). 
 
  

http://www.ocqas.org/
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F. PROGRAM MAPS (APPENDIX A): Form 1 - Vocational Program Learning Outcomes 

 

Provincial Vocational Program Outcomes 

☐  Provincial Program Standard, or  

☒  Provincial Program Description   
MTCU code: MTCU 73002  

Proposed Program Vocational Learning 
Outcomes (for MTCU 63002) 

Course Title / Course Code 

1. Recommend ideal security solutions 

considering the affordances and limitations 

of the computer operating systems, networks, 

application software, and packages available. 

1. Configure, implement, and manage security 
devices and equipment considering the unique 
features of the computer operating systems, 
networks, applications and software. 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication Systems 
INFO-XXXX Introduction to Unix 
INFO-XXXX Securing Windows Systems 
 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Evolving Technologies and Threats 
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INFO-XXXX Computational Intelligence 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  

 
INFO-XXXX Research Project & Entrepreneurship  
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Secure Network Architecture  

 
2. Validate security solution designs for 

business processes and applications to secure 

business data. 

3. Recommend the processes and procedures 

for deployment of security solutions. 

4. Select security strategies for business 

communications that respond to the needs of 

all the internal stakeholders. 

2. Implement and evaluate security solutions for 
business processes, applications and 
communications to protect business resources and 
respond to the needs of all the internal stakeholders. 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication Systems 
INFO-XXXX Introduction to Unix 
INFO-XXXX Securing Windows Systems 
 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
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INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and Threats 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  
INFO-5096 Managing & Budgeting Technical Projects 
 
INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Secure Network Architecture  

6. Produce project management to effectively 

respond to the needs of the organization’s 

information security requirements. 

 

3. Use project management principles to implement 
security strategies and processes that address the 
organization’s information security requirements. 

INFO-1124 Computer Security Concepts 

 
INFO-XXXX Security Management 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 

 
INFO-XXXX Technical Writing and Presentation  
INFO-5096 Managing & Budgeting Technical Projects 
 
INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Malware Analysis and Response 

5. Revise security solutions to align with 4. Develop, implement and evaluate organizational 
security policies, standards and regulations to 

INFO-1135 Networking Fundamentals 
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policies, standards, and regulations within the 

organization. 

8. Develop appropriate internal security training 

to ensure compliance with security policies. 

9. Recommend security protocols, policies, 

audit results and related documentation for 

communication to any level of the 

organization. 

13. Communicate effectively with all staff and 

management in the workplace. 

promote internal security. INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication Systems 
INFO-XXXX Introduction to Unix 
INFO-XXXX Securing Windows Systems 
 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and Threats 
INFO-XXXX Computational Intelligence 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  
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INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Secure Network Architecture  

10. Select appropriate procedures to mitigate 

how intruders escalate privileges and what 

steps can be taken to secure a system. 

12. Manage network security through practical 

work applications. 

5. Perform vulnerability assessments and penetration 
testing for infrastructures, web and applications, using 
both manual and automated techniques. 

INFO-1150 Programming Fundamentals 
 
INFO-1124 Computer Security Concepts 
INFO-XXXX Securing Windows Systems 
 
INFO-XXXX Security Management 

 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  

 
INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 

 
11. Integrate ethical hacking techniques to 

formulate countermeasures designed to 

secure information systems against system 

threats. 

6. Evaluate and apply tools and techniques to 
formulate countermeasures to secure information 
systems against security threats.  

INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication Systems 
INFO-XXXX Securing Windows Systems 
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INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and Threats 
INFO-XXXX Computational Intelligence 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  

 
INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 

 
2. Validate security solution designs for 

business processes and applications to secure 

business data. 

3. Recommend the processes and procedures 

for deployment of security solutions. 

7. Perform security audits and forensic analysis to 
evaluate the effectiveness of a security system, and 
identify and correct security vulnerabilities. 

CRIM-XXXX Cybercrime 
 
INFO-XXXX Security Management 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
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7. Evaluate the effectiveness of a security 

system through security audits to identify and 

correct security issues. 

INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  

 
INFO-XXXX Research Project & Entrepreneurship 

12. Manage network security through practical 

work applications. 

 

8. Monitor and analyze logs and alerts from security 
devices to determine the extent of a security breach 
and what data has been compromised. 

INFO-1135 Networking Fundamentals 

 
INFO-XXXX Security Management 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and Presentation  
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INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Secure Network Architecture  

 
9. Recommend security protocols, policies, 

audit results and related documentation for 

communication to any level of the 

organization. 

13. Communicate effectively with all staff and 

management in the workplace. 

9. Identify, collect and log relevant data as evidence 
for a sample case within a business or in the 
Canadian Justice System. 

PHIL-XXXX Ethics 

 
INFO-1124 Computer Security Concepts 
CRIM-XXXX Cybercrime 

 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 
 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Technical Writing and Presentation  

 
INFO-XXXX Research Project & Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits  

 

 
Add additional rows as required to complete the mapping exercise.
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F. PROGRAM MAPS (APPENDIX A): Form 2 – Essential Employability Skills Outcomes 
 

Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

Communication  Reading 

 Writing 

 Speaking  

 Listening 

 Presenting 

 Visual Literacy 

 communicate clearly, concisely, and correctly 
in the written, spoken, and visual form that 
fulfils the purpose and meets the needs of the 
audience 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
PHIL-XXXX Ethics 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
BUSI-XXXX Entrepreneurship and Project 
Management 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 

 respond to written, spoken, or visual messages 
in a manner that ensures effective 
communication 

INFO-1135 Networking Fundamentals 
INFO-1178 Configuring Windows Client 
 
PHIL-XXXX Ethics 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 

Numeracy  Understanding and applying 
mathematical concepts and 
reasoning 

 Analysing and using numerical 
data 

 Conceptualizing 

 execute mathematical operations accurately  
 
 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Network Protocols 

 
INFO-XXXX Secure Scripting and Automation 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-5096 Managing & Budgeting Technical 
Projects 

 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 

Critical Thinking 
& Problem 
Solving 

 Analysing 

 Synthesizing 

 Evaluating 

 apply a systematic approach to solve problems INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

  Decision-making 

 Creative and innovative thinking 

WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 

 use a variety of thinking skills to anticipate and 
solve problems 

 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 

Information 
Management 

 Gathering and managing 
information 

 Selecting and using appropriate 

 locate, select, organize, and document 
information using appropriate technology and 
information systems 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

tools and technology for a task 
or a project 

 Computer literacy 

 Internet skills 

PHIL-XXXX Ethics 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 

 analyse, evaluate, and apply relevant INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

information from a variety of sources INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
PHIL-XXXX Ethics 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Digital Forensics 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Evolving Technologies and 
Threats 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

Inter-personal  Team work 

 Relationship management 

 Conflict resolution 

 Leadership 

 Networking 

 show respect for the diverse opinions, values, 
belief systems, and contributions of others 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
PHIL-XXXX Ethics 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

 interact with others in groups or teams in ways 
that contribute to effective working 
relationships and the achievement of goals 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

Personal 
 
 
 
 
 

 Managing self 

 Managing change and being 
flexible and adaptable 

 Engaging in reflective practice 

 Demonstrating personal 
responsibility 

 manage the use of time and other resources to 
complete projects 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-1124 Computer Security Concepts 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
INFO-XXXX Network Protocols 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
INFO-XXXX Malware Analysis and Response 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Secure Network Architecture 

 take responsibility for one’s own actions, 
decisions, and consequences 

INFO-1135 Networking Fundamentals 
INFO-1150 Programming Fundamentals 
INFO-1120 Database Fundamentals 
INFO-1178 Configuring Windows Client 
PHIL-XXXX Ethics 
WRIT-1043 Reasoning & Writing 1 for IT  
OR 
WRIT-1034 Reasoning & Writing 1 – EAP 

 
INFO-XXXX Network Components 
INFO-XXXX PHP Fundamentals 
INFO-XXXX Cryptography & Authentication 
Systems 
INFO-XXXX Introduction to Unix 
CRIM-XXXX Cybercrime 
INFO-XXXX Securing Windows Systems 
 
COMM-3047 Communication for IT 
Professionals 
COOP-1020 Co-operative Education 
Employment Preparation 
INFO-XXXX Security Management 
INFO-XXXX Web Security 
INFO-XXXX Wireless and Mobile 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Network Protocols 
INFO-XXXX Security Mechanisms 
INFO-XXXX Digital Forensics 
 
INFO-XXXX Secure Scripting and Automation 
INFO-XXXX LAMP Security 
INFO-XXXX Network Monitoring and Change 
Management 
INFO-XXXX Auditing and Security Controls 
INFO-XXXX Computational Intelligence 
CRIM-3001 Criminology 

 
INFO-XXXX Perimeter Defense and Design 
INFO-XXXX Attack Vectors and Analysis 
INFO-XXXX Penetration Testing 
INFO-XXXX Incidence Handling and Response 
INFO-XXXX Technical Writing and 
Presentation  
INFO-5096 Managing & Budgeting Technical 
Projects 
 
INFO-XXXX Research Project & 
Entrepreneurship 
INFO-XXXX Hacking Techniques and Exploits 
INFO-XXXX Advanced Penetration Testing 
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Skill Categories Defining Skills 
Skill areas to be demonstrated by the 
graduates 

Essential Employability Skills Outcomes 
The graduate has reliably demonstrated the ability to: 

Course Title / Course Codes 
(As indicated in Appendix A) 

INFO-XXXX Malware Analysis and Response 
INFO-XXXX Secure Network Architecture 
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G. PROGRAM DESCRIPTION (APPENDIX B) 
 

Program Description  
Provide a brief description of the program, similar to what might be used as, or found in, advertising or a calendar 
description. 
This three-year Advanced Diploma in Cyber Security will provide students with the foundational Information Technology (IT) skills and 
knowledge necessary to be successful in the IT industry. Foundational topics will include network management/analysis, programming 
and scripting, operating systems, and database management. Building on those foundational topics, the curriculum will also develop 
students’ skills in the areas of risk analysis, cryptography, vulnerability testing, access control implementation, and security audit 
performance. Graduates of this program will be able to proactively implement sound security practices to mitigate security risks and 
respond quickly to security breaches and issues that may have occurred. They will also have the foundational knowledge and skills 
required to write the certification exams for industry-recognized certifications from CompTIA, ISACA, CISSP, and Certified Ethical Hacker.  
 
Through hands-on laboratory activities, case study analyses, and research projects, students will enhance their technical abilities and 
develop their interpersonal, communication, organizational, and problem-solving skills. This program will also include three co-operative 
education work placements to further enhance all of those skills. 
 
This program will delivered face-to-face (web-facilitated). 

Laddering Opportunities 
Provide a brief description of known laddering into and from the proposed program, e.g. certificate to diploma, diploma to 
degree, apprenticeship to college, diploma to apprenticeship, college to college, diploma to college degree, etc. 
Since there is enough overlap among the first semesters for this program, the Computer System Technician/Technology programs, and 
the Computer Programmer Analyst program, students will be able to transfer to or from any of these programs for the second semester.  
Upon completion of this Advanced Diploma, students will be able to further their education with a series of Graduate Certificates 
specializing in specific areas of IT Security (Information Systems Management, Network Security Architecture), Public Safety, or 
Business. These Graduate certificates would provide students with higher-level learning focusing on a specific program area in IT (e.g., 
security architecture, digital forensics, IT infrastructure management). Upon completion of a Graduate Certificate in a security-related 
field, students will be eligible to apply for the Master of Computing program at the University of Gloucestershire in the UK.  
Occupational Areas  
Provide a brief description of where it is anticipated graduates will find employment. 
Graduates of this program will likely find employment as junior security analysts/specialists, network/systems 
managers/administrators/analysts, or network/systems/security support specialists.  
 
Proposed Program Vocational Learning Outcomes 
Provide the list of the proposed program vocational learning outcomes. These outcomes should be listed, verbatim as they 
appear in Appendix A- Form 1.  
 
The graduate has reliably demonstrated the ability to: 
1. Configure, implement, and manage security devices and equipment considering the unique features of the computer operating 
systems, networks, applications and software. 
2. Implement and evaluate security solutions for business processes, applications and communications to protect business resources 
and respond to the needs of all the internal stakeholders. 
3. Use project management principles to implement security strategies and processes that address the organization’s information 
security requirements. 
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4. Develop, implement and evaluate organizational security policies, standards and regulations to promote internal security. 
5. Perform vulnerability assessments and penetration testing for infrastructures, web and applications, using both manual and 
automated techniques. 
6. Evaluate and apply tools and techniques to formulate countermeasures to secure information systems against security threats.  
7. Perform security audits and forensic analysis to evaluate the effectiveness of a security system, and identify and correct security 
vulnerabilities. 
8. Monitor and analyze logs and alerts from security devices to determine the extent of a security breach and what data has been 
compromised. 
9. Identify, collect and log relevant data as evidence for a sample case within a business or in the Canadian Justice System. 

 
 
Admission Requirements 
Identify the Admission Requirements for the program.  
OSSD with courses from the College (C), University (U), 
 University/College (M), or Open (O) stream WITH: 
 - Any Grade 12 English (C) or (U) 
 - Any Grade 11 or Grade 12 Mathematics* (C), (U), or (M) 
OR 
Academic and Career Entrance Certificate (ACE) 
OR 
 Ontario High School Equivalency Certificate (GED) AND: 
 - Any Grade 11 or Grade 12 Mathematics* (C), (U), or (M) 
OR 
 Mature Applicant with standing in the required courses stated above 
 
Note: 
•*Applicants who lack the required Mathematics may still gain eligibility for admission by completing appropriate prior upgrading. 
 
English Language Requirements 
Applicants whose first language is not English will be required to demonstrate proficiency in English by one of the following methods: 
•A Grade 12 College Stream or University Stream English credit from an Ontario Secondary School, or equivalent, depending on the 
program's Admission Requirements 
•Test of English as a Foreign Language (TOEFL) test with a minimum score of 550 for the paper-based test (PBT), or 79 for the Internet-
based test (iBT), with test results within the last two years 
•International English Language Testing System (IELTS) test with an overall score of 6.0 with no score less than 5.5 in any of the four 
bands, with test results within the last two years 
•Canadian Academic English Language (CAEL) test with an overall score of 60 with no score less than 50 in any of the four bands, with 
test results within the last two years  
•An English Language Evaluation (ELE) at Fanshawe College with a minimum score of 70% in all sections of the test, with test results 
within the last two years 
 
Recommended Academic Preparation 
•Grade 12 Business and Technological Communication (O) 
•Grade 11 and Grade 12 Computer Engineering Technology (M) 
•Grade 11 Introduction to Computer Science (U) 
•Grade 12 Computer Science (U)  
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•Grade 11 Information and Communication Technology: The Digital Environment (O) 
•Grade 12 Information and Communication Technology: Multimedia Solutions (C) 
•Academic and Career Entrance Certificate (ACE): Business or Technical Mathematics course and Computer Skills course 
 
Applicant Selection Criteria 
Where the number of eligible applicants exceeds the available spaces in the program, the Applicant Selection Criteria will be: 
1.Preference for Permanent Residents of Ontario 
2.Receipt of Application by February 1st (After this date, Fanshawe College will consider applicants on a first-come, first-served basis 
until the program is full) 
3.Achievement in the Admission Requirements 
- See more at: https://www.fanshawec.ca/programs-and-courses/program/cty1-computer-systems-technology/next-
year#group_admission 
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H. PROGRAM CURRICULUM (APPENDIX C) 
 

Semester Course Code/ Course Title  
(As indicated in Appendix A) 

General 
Education 
Course  
(indicate 
with an X) 

Total 
Course 
Hours 

Course Description  

1 INFO-1135 Networking 
Fundamentals 

 75 This course provides students with a comprehensive 
overview of networking; from fundamentals to advanced 
applications, thereby providing a solid foundation upon 
which to build their Local Area Network (LAN) and Wide 
Area Network (WAN) training. It is based on a bottom-up 
approach to networking and emphasizes the concepts and 
skills required to design networks, while providing 
opportunities for practical application and hands-on 
experience by teaching students how to install, operate, 
and maintain networks. 

1 INFO-1150 Programming 
Fundamentals 

 75 This course is an introduction to the fundamentals of 
procedural programming using the Java programming 
language. Although Java is an object-oriented language, the 
focus of the course will be on writing programs using the 
procedural programming approach. A problem solving 
approach towards programming will be emphasized 
throughout the course. Problem analysis and algorithmic 
thinking skills will be introduced to develop good program 
writing technique. The course will introduce the following 
programming concepts: data types, creating and 
referencing variables, the three procedural programming 
concepts of sequence, selection , and repetition, data input 
validation, simple testing and bug hunting techniques, 
coding using methods, and using arrays and arrayLists as 
data storage structures. Students will then apply these 
concepts to produce simple command line applications. The 
concept of objects as entities containing data values and 
methods will be developed throughout the course. 
Students will utilize Java API class methods, and will also 
utilize instance methods for manipulating objects such as, 
Strings, arrays and ArrayLists. Both Scanner and 
JOptionPane object methods will be utilized for data input. 

1 INFO-1120 Database 
Fundamentals 

 45 This course is an introduction to the design and 
development of database systems. Microsoft Access will be 
used to create a variety of simple databases. The database 
designs will be based upon typical requirements that a 
business may have with regards to their data management 
needs. Students will be responsible to build a complete 
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database solution that incorporates the use of a multi-table 
database, forms, reports, queries and test data. Students 
will also be introduced to the Structured Query Language; 
SQL is the industry standard for querying databases. 

1 INFO-1178 Configuring 
Windows Client 

 45 This course focusses on configuring and maintaining a 
Windows client operating system. Students learn to install 
and upgrade the operating system and manage drivers, 
applications, network connections, and resource access. 
Students learn how to create backups and use different 
recovery methods. The course can lead toward Microsoft 
certification. 

1 PHIL-XXXX Ethics X 45 This course provides an overview of the nature of ethics by 
examining a section of moral problems and ethical concerns 
that confront society today. Students will analyze and study 
ethical issues, concerns, and challenges in a business 
context. Theories will be applied to important ethical 
questions to gain an understanding of the issues behind 
them. 

1 WRIT-1043 Reasoning & Writing 
1 for IT  
 
 
 
 
 
OR 
WRIT-1034 Reasoning & Writing 
1 – EAP 

 45 
 
 
 
 
 
 
OR 
60 

This course will introduce information technology students 
to essential principles of reading, writing, and reasoning at 
the postsecondary level. Students will identify, summarize, 
analyze, and evaluate multiple short readings and write 
persuasive response essays to develop their vocabulary, 
comprehension, grammar, and critical thinking. 
OR 
This course will introduce students whose first language is 
not English to essential principles of reading, writing, and 
reasoning at the postsecondary level. Students will identify, 
summarize, analyze, and evaluate multiple short readings 
and write persuasive response essays to develop their 
vocabulary, comprehension, grammar, and critical thinking. 
Special attention will also be paid to developing academic 
vocabulary, correcting common ESL errors, enhancing 
academic listening and note-taking skills, and improving 
oral fluency and confidence. 

2 INFO-XXXX Network 
Components 

 60 This course will provide the students with a comprehensive 
overview of the concepts and operation of networking 
equipment in enterprise networks. The course will 
concentrate on the principles of switching and routing and 
the protocols involved. Topics will include Ethernet, STP, 
VLANs, 802.1q, IP protocol, and routing protocols. Switch 
and router security measures are employed throughout the 
course. 

2 INFO-XXXX PHP Fundamentals  45 PHP is a widely-used open source general-purpose scripting 
language that is especially suited for web development. 
This course is designed to provide students with an 
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overview of the PHP language, its main concepts, and the 
methodologies and best practices of coding professionally 
in PHP. Students will gain an understanding of the syntax 
and structural elements of PHP as well as accomplish tasks 
using PHP's array functions, understand essential elements 
of HTTP such as cookies and sessions, and interact with a 
database using PHP's MySQL functions 

2 INFO-1124 Computer Security 
Concepts 

 45 Learn the basics for securing data on computer systems and 
the role of the ethical hacker and security professional. 
Topics in this course would demonstrate the security 
principles of Confidentiality, Integrity and Availability. 
Common hacker network attacks will be studied. Encryption 
methods used to secure data and authenticate users will be 
examined. Principles of password security and password 
cracking tools will be used in class. 

2 INFO-XXXX Cryptography & 
Authentication Systems 

 45 Cryptography is a cornerstone of security technologies used 
to protect information and resources by providing secure 
communications. This course introduces students to 
modern cryptography with an emphasis on the 
fundamental cryptographic primitives of public key 
encryption, digital signatures, certificate and key 
management and basic protocols. Students will explore 
methods of protecting data by looking at how cryptography 
has evolved over the centuries to the complex methods of 
today. Students will also learn to recognize which 
encryption methods work best for given real-world 
situations. 

2 INFO-XXXX Introduction to Unix  60 The UNIX operating system is a widely-used operating 
system underlying many of the services on the Internet. 
This course introduces students to the basics of the Unix 
operating system Students will learn the core utilities to 
work productively in a Linux environment and develop 
command line skills. Topics will include shell scripts and 
editing and managing files with an emphasis on the system-
related security issues of these components. 

2 CRIM-XXXX Cybercrime  45 This course introduces students to the legal and social 
issues related to cybercrime. Students will explore the 
origins of cybercrime, the evolution of threats, and the 
motivations and methods involved in cybercrime. Students 
will develop an understanding of the digital environment, 
hacker subculture, cyber stalking, and data theft. 

2 INFO-XXXX Securing Windows 
Systems 

 45 Windows is still the most widely used operating system in 
business today, and, consequently, it is a major target to 
security attacks. In this course, students will acquire the 
knowledge and skills needed to configure, manage and 
secure the systems running on Microsoft Windows clients 
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and servers. Students will investigate how Windows 
security technology works, how to assess vulnerabilities, 
and how to harden and monitor windows client and servers 
against attack. Active directory, group policies and 
PowerShell will also be explored as techniques to manage 
security. 

3 COMM-3047 Communication 
for IT Professionals 

  This course provides students with the communication 
tools and skills typically used in an information technology 
workplace. Students develop skills in research, business 
writing, and technical writing. They conduct research, as 
well as analyze and organize information. Students gain 
skills with a variety of workplace documents, including e-
mails, letters, manuals, informal and formal reports. 

3 COOP-1020 Co-operative 
Education Employment 
Preparation 

  This workshop will provide an overview of the Co-operative 
Education consultants and students' roles and 
responsibilities as well as the Co-operative Education Policy. 
It will provide students with employment preparatory skills 
specifically related to co-operative education work 
assignments and will prepare students for their work term. 

3 INFO-XXXX Security 
Management 

  The objective of Security Management is to ensure the 
confidentiality, integrity and availability of an organization's 
information, data and IT services. This course will 
concentrate on developing and implementing IT security 
strategies and methods. The necessary skills to identify and 
evaluate security management systems will also be 
provided. Students will prepare and determine how risk can 
be measured and managed.  

3 INFO-XXXX Web Security   A website with weak security makes a network more 
vulnerable to attack and data loss more likely. This course 
covers how core web technologies work and includes the 
common security vulnerabilities of web sites today. 
Students will learn about the security threats, software 
vulnerabilities, and hacker attacks that are commonly 
implemented against commercial applications, including 
SQL injection, Cross-Site Scripting, and session hijacking.  
Students will also learn how to design and administer web 
services and applications using collaborative web tools and 
content management software. 

3 INFO-XXXX Wireless and Mobile   Mobile phones and tablets have become essential to 
business, and the pervasive use of these devices has 
brought about new security risks. This course will examine 
the risks and vulnerabilities in the use of wireless and 
mobile networks. Students will implement and actively 
manage the security configuration of wireless and mobile 
devices in order to prevent attackers from exploiting 
vulnerable services and settings. 
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3 INFO-XXXX Network Protocols   Protocols are the backbone of networking and are formal 
sets of rules that dictate the ways in which computers 
communicate with one another over a network medium. 
This course will provide students with a detailed 
understanding of the protocols used in network 
communication. Students will explore the service 
definitions and analyze the protocols at each of the seven 
layers of both the OSI and TCP/IP models. The implications 
of adding security mechanisms to high-level network 
protocols operating in an open-system environment are 
analyzed. 

3 INFO-XXXX Security 
Mechanisms 

  The course will examine security mechanisms including 
biometric technologies, smart card technologies, 
verification techniques, and cybersecurity protocols and 
review how they are used to help secure environments. 
Subjects to be reviewed include access control, identity and 
access control management and procedures, and 
exploration and analysis of biometric systems based on 
physiological and behavioral characteristics such as iris and 
retina patterns, fingerprinting, and facial features as well as 
systems based on behavioral characteristics such as 
graphology, keystroke dynamics, and gait. Students will also 
analyze how public institutions utilize biometrics and 
smartcards for cybersecurity systems for identification, 
authentication, and verification. 

3 INFO-XXXX Digital Forensics   Digital forensics is the application of discovering and 
presenting evidence that has been obtained from 
computing and storage devices. Students will learn 
techniques to preserve and analyze digital evidence, and to 
reconstruct a timeline of events relevant to an incident. 
Students will employ professional digital forensic 
investigative procedures to ensure that evidence collected 
meets legal standards as it relates to both civil and criminal 
investigations. 

4 Co-operative Education 
Placement 

   

5 INFO-XXXX Secure Scripting and 
Automation 

 45 To assist with common and repetitive tasks and to 
automate processes, system administrators often write and 
modify scripts. In this course, students will use a variety of 
tools and frameworks to write scripts that would handle 
system administration tasks such as managing files, 
services, or security controls. Students will also write scripts 
for test automation and batch processes. 

5 INFO-XXXX LAMP Security  60 LAMP is an archetypal model of web service solution stacks 
of open-source components best used for building dynamic 
web sites and web applications. This course builds on the 
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concepts and techniques of building PHP applications using 
relational databases as taught in PHP. Through both 
lectures and hands-on instruction, students will be 
introduced to advanced LAMP concepts and techniques 
used to build flexible and scalable web applications, build 
and deploy large web solutions, and secure them. 

5 INFO-XXXX Network Monitoring 
and Change Management 

 60 This course will explore the components of a log collection 
system as well as log file management and optimization of 
the log review process through the correlation of events 
and real time alerts. Logs will be analyzed for such things as 
spotting patterns, incorrect information, and parsing logs.  
Security information and event management are also 
explored. Changes are a part of IT management and can 
have a substantial impact to an organization. Students will 
explore how to introduce and manage change in a 
controlled and coordinated manner. 

5 INFO-XXXX Auditing and 
Security Controls 

 45 A primary security focus is the safeguards implemented to 
protect businesses and their assets, but it is imperative to 
determine if those protective measures are actually 
working. This course will concentrate on the concepts of 
auditing, controls and security in an IT environment. Topics 
covered include auditing, governance, internal controls, 
standards, guidelines and regulations. Methods and 
procedures to assess the risks and evaluate controls over 
information systems in an organization will be examined. 

5 INFO-XXXX Evolving 
Technologies and Threats 

 45 The traditional network and how it is used is changing with 
the introduction of virtualization, Cloud computing, the 
Internet of Things, and SDN. This course will study how 
these technologies will impact the security and integrity of 
data. This course will also examine systems that are 
increasingly at risk such as mission critical systems (e.g., 
SCADA). 

5 INFO-XXXX Computational 
Intelligence 

 45 Computational intelligence employs concepts, models, 
algorithms and tools such as Geographical Information 
Systems (GIS) and 3D modelling to map, track, analyze, and 
present digital evidence. This course will introduce the 
student to the fundamental principles of GIS, including 
what information is measureable using GIS; how this 
information, in the form of data, contributes to the 
knowledge, evidence, wisdom, and understanding of 
unethical activity; and how ranking data and information 
can present viable and evidence-based solutions to the 
complex social and technological problems of the 21st 
century. 

5 CRIM-3001 Criminology X 45 This course introduces students to the study of crime and 
delinquency within a Canadian context. Topics included for 
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study are the making of laws, the elements of crime, crime 
statistics, correlates and theories of crime, specific forms of 
crime and strategies for crime law. 

6 Co-operative Education 
Placement 

   

7 INFO-XXXX Perimeter Defense 
and Design 

 60 Modern security attacks today are far more advanced and 
require a multi-layered approach to ensure a network is 
secure. This course will investigate key concepts in the 
analysis of network traffic through deep packet inspection. 
Traditional perimeter defense systems such as firewalls, 
VPN’s and Intrusion Prevention systems will be examined as 
well as the implementation of endpoint security systems. 

7 INFO-XXXX Attack Vectors and 
Analysis 

 45 Attack vectors are the methods and techniques hackers use 
to exploit system vulnerabilities and gain access to a 
network for malicious intent. Students will analyze and 
investigate the various techniques hackers use to gain 
access to corporate data and bypass security measures. 
This course will examine a variety of real-life case studies 
that include study attack data and analysis of threats. 

7 INFO-XXXX Penetration Testing  60 Penetration testing focuses on finding and analyzing 
vulnerabilities in a target environment. 
This course examines the legal issues involving ethical 
hacking to test corporate defense systems. The critical 
phases of an attack – scanning, enumeration, foot-printing, 
and social engineering – will be explored.  Students will also 
be introduced to the latest ethical hacking tools and 
techniques to test corporate security systems. 

7 INFO-XXXX Incidence Handling 
and Response 

 45 An increasing number of IT security threats can disrupt 
business activities and damage assets. Businesses need to 
have an incidence response mechanism or procedure 
capable of detecting and containing incidents, mitigating 
the impact of those incidents, and restoring services as 
quickly as possible. In this course, students will learn to 
design and manage key business information security 
functions including incident response, disaster recovery, 
and business continuity plans. Planning, reporting and 
budgeting are all addressed. Students will use business case 
studies to analyze and develop effective plans and solutions 
for various business scenarios. 

7 INFO-XXXX Technical Writing 
and Presentation  

 45 In this course, students will learn how to use a systematic 
process for writing effective technical documents and 
creating presentations for the IT security professional. 
Emphasis will be on the written and spoken language using 
an analytical approach to critically assess and evaluate 
academic texts. Students will be expected to apply 
academic conventions and proper citation in the writing 



 
 

44 | P a g e  
Ontario College Quality Assurance Service (OCQAS)  

CVS Application Form for Program Proposal 

Revised January 13, 2015  

and presentation of appropriate documentation.  Effective 
team building and communication in a culturally diverse 
and international environment will also be explored. 

7 INFO-5096 Managing & 
Budgeting Technical Projects 

 45 Managing IT projects requires a multi-disciplinary approach 
that involves critical analysis, written and verbal 
communication skills, and interpersonal teambuilding skills. 
Creating and responding to RFPs, working with / as 
outsourced vendors, identifying tasks and resources 
required, budgets, timelines, and ongoing project 
maintenance are discussed. Students will use Microsoft 
Project and other tools to simulate resource scheduling, 
track progress, perform reporting, and close a project. 

7 GEED-XXXX General Education 
Elective 

X 45  

8 Co-operative Education 
Placement 

   

9 INFO-XXXX Research Project & 
Entrepreneurship  

 75 In this course, students will synthesize the theoretical and 
practical skills gained throughout the program in a research 
project that will address a specific cyber security issue. Case 
studies and/or live client scenarios will be presented, and 
students will have the opportunity to explore or develop 
security solutions to meet a company or organization’s 
needs. Students will also be introduced to the fundamental 
concepts of entrepreneurship and examine the steps 
involved in developing and marketing their own IT security 
business or services. 

9 INFO-XXXX Hacking Techniques 
and Exploits 

 60 In this course, students will examine the tools and 
techniques used to exploit vulnerabilities, the methods of 
attack, and how to defend against them. Examining the 
ways in which vulnerable systems can be attacked, will help 
students to identify means to better defend systems. The 
phases of ethical hacking, gaining access, maintaining 
access and covering one’s tracks will be highlighted.  

9 INFO-XXXX Advanced 
Penetration Testing  

 60 This course builds on the concepts of penetration testing. 
Students perform testing of typical security systems and 
web sites based on theories presented in other courses. 
Student will acquire in-depth knowledge of attack vectors. 
They will be provided with an environment in which to 
perform these attacks as part of numerous hands-on 
scenarios. The methodology of a given attack is discussed to 
find significant flaws in a target environment and 
demonstrate the business risk associated with these flaws. 

9 INFO-XXXX Malware Analysis 
and Response 

 60 Malware analysis is the study of malware by dissecting their 
different components and studying their behavior to better 
assess the nature of the security incident and help prevent 
future attacks. This course will examine the behaviour of a 
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program to provide deeper insight into attacker tools and 
tactics and key characteristics of malware present on 
compromised systems. Concepts of reverse engineering 
and behavioural and code analysis will be used to analyze 
the malware attack lifecycle from the initial exploit. 

9 INFO-XXXX Secure Network 
Architecture  

 45 In this course, students will incorporate all of the security 
solutions they have learned over the course of the program 
to develop and deploy security architecture components 
that allow for scalable and secure IT infrastructures. This 
course will combine planning policies with offensive and 
defensive techniques to defend a network from all threats. 

9 GEED-XXXX General Education 
Elective 

X 45  

 
Add additional rows as required to complete the curriculum chart. 
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I. REGULATORY STATUS FORM (APPENDIX D) 
 
Please complete the following:  
 

There IS a legislative requirement that program graduates must be certified or licensed by a 
regulatory authority to practice or work in the occupation 
 

☐  Mandatory recognition of a regulatory authority exists and is being sought. 
      (Please refer to Section A below- Mandatory Regulatory Requirements) 
 

 
 

There IS or IS NOT a voluntary (i.e., not required by legislation) licensing or certification for entry 
to practice in the profession or trade. 

☐   YES 

☒   NO 
 

☐  Voluntary recognition of a regulatory authority IS being sought.  
      (Please refer to Section B below- Recognition by Voluntary Association)  
 

☐ Voluntary recognition is NOT being sought*.  
      Please explain why:  Click here to enter text. 
 
*Note: There may be titling implications for programs that are not seeking recognition in an area where 
existing programs have secured recognition. 
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A. MANDATORY REGULATORY REQUIREMENTS  
 

Where licensing or certification is required by legislation for entry to practice in the profession 
or trade, the Ministry of Training, Colleges and Universities requires that colleges ensure that 
their programs will meet the requirements of the regulatory body in order to be approved for 
funding. 

 

 
Name of regulatory authority:       
 
Status (please select ALL that apply)  
 

☐   Accreditation or approval by the regulatory authority / designated third party received.   
Date of recognition:        
 

☐   The college is working toward accreditation with the regulatory authority/ designated third 
party. 
Describe current status of application:       
Expected date of recognition:       
 

☐  The regulatory authority does not accredit educational programs directly or through 
designated third party. Formal acknowledgement (e.g. in its published or legislated registration 
requirements) that the program graduates will be eligible to write any required certifying or 
registration exam(s) or that the program is otherwise recognized for the purposes of certifying 
or registering a graduate is being sought.  
 
Please submit an acknowledgement and/or evidence from the regulatory authority regarding 
the status of the recognition. 
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B. RECOGNITION BY VOLUNTARY ASSOCIATION 
 

Colleges may choose to have a program accredited or recognized by a voluntary membership 
organization or association. Graduate eligibility for association recognition or adherence to 
standards imposed by the body is a recommendation and not a requirement for program 
funding approval by the Ministry of Training, Colleges and Universities. 

 

 
Name of voluntary association:       
 
Status (please select ALL that apply)  
 

☐   The college is working toward recognition.  
Describe current status of application:       
Expected date of recognition:       
 

☐   Recognition has been received.         
Date of recognition:         
Type of recognition (e.g. accreditation, graduates eligible to write membership exams, etc.):       
 

☐  The association does not recognize educational programs directly or through designated 
third party. Formal recognition (e.g. in its published requirements) that the program graduates 
will be eligible to write any required certifying or registration exam(s) or that the program is 
otherwise recognized for the purposes of certifying or registering a graduate is being sought. 
 
Please submit an acknowledgement and/or evidence from the regulatory authority or 
voluntary association regarding the status of the recognition. 
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